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1 Introduction

With iPCA Release 16 the iPCA is updated to use Java 11. It is recommended to use the latest version of
either OracleJava 11 or OpenJDK 11 (e.g. Adoptium).

iPCAis a so-called Rich Client Application programmed in the Java™ language. It runs on the user's local
computer and requires a so-called Java Runtime Environment (JRE). In the past, the runtime environment
was provided by the supplier Oracle™.

iPCAis started from the web browser. To achieve this, a technology called "Java Web Start" (JWS) is part of
the Oracle Java Runtime Environment (JRE). In 2017, Oracle decided to discontinue support for JWS.
Starting with Java 11, JWS was removed from the JRE installation packages. As a result, workstations on
which Java 11 isinstalled can no longer launch iPCA.

In parallel, Oracle discontinued free support for Java 8 in 2019. Companies will no longer receive free
updates and security-related bug fixes for Oracle Java 8.

iPoint has therefore decided to update the Java version used in iPCA from Java 8 toJava 11. To start iPCA,
an open-source alternative of the JWS must be installed locally on the user’s workstation. An alternative
recommended by iPoint is an open-source solution named “OpenWebStart” (OWS).

OWSis an open-source reimplementation of JWS technology. It provides the most used features of JWS
and the JNLP standard so that your customers can continue using applications based on JWS and JNLP
without any change. OWS is based on the JNLP specification defined in JSR-56. OWS is released under the
GPLwith Classpath Exception. More information can be found on the OWS Homepage:
https://openwebstart.com/.
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2 General information

In principle, there is no need to use Oracle Java Web Start (JWS) and OpenWebStart (OWS) in parallel,
because OWS can manage and launch all applications that use JWS technology. It is also not usually
necessary to keep Java 8 installed on your workstation together with Java 11, as Java 11 is backward
compatible.

Nevertheless, it may sometimes be required that older Java 8 applications are launched with the JWS
technology instead of with the OWS technology. In this case, the system must be configured in a way
that both technologies can be launched independently of each otherin parallel.

The solution for thisis to use a different file extension (mime type) for each of these two technologies:

e thefile extension “.jnlp”is associated with the JWS technology
e and the file extension “.jnlpx”is associated with the OWS technology.

In this user guide, you will find instructions that allow configuring your workstation computer depending
on theJava policy of your company:

e ceithertoinstall Javalland OWS and used them to launch all Java applications,
e ortoinstalljavalland OWS and use them tolaunch iPCA but use Java 8 and JWS to launch all
otherJava applications
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3 OWS Installation & configuration

3.1 Checking the installation requirements

Please ensure that the following installation requirements are met:

1.
2.

3.

Your hard disk should have at least 300 megabytes of free memory.

You need administration rights for the installation on your workstation. If thisis not the case,
please contact your IT department.

You have a connection to the Internet.

An actual version of Microsoft Edge, Google Chrome, or Mozilla Firefox is installed on your
computer.

You have Java 1l installed. It is recommended to use the latest version of either Oracle Java 11 or
Open)DK 11 (e.g. Adoptium).

PLEASE NOTE: Before Java 11 is installed, ensure that you open the JWS Console and check
possible settings like Proxy/Network or Security settings and clear the cache.

3.2 Installation

Please follow the installation instructions to install OWS on your workstation computer:

1.
2.
3.

Open the web browser and visit the page: https://openwebstart.com/download/
Download the latest version of the OWS installation package (64-bit version).
Run the downloaded “.exe” file and perform the installation of the software.

PLEASE NOTE: During the OWS installation, you can select file associations for the file extensions
“jnlp”and “.jnlpx”.
This needs to be done depending on the Java policy of your company:
e ceitherselect file extensions “.jnlp” and “.jnlpx” to install OWS and use it to launch all Java
applications,
e orselectonly file extension “.jnlpx” to install OWS and use it to launch iPCA but use Java 8
and JWS to launch all other Java applications

Furtherinstallation hints are in the OWS user guide: https://openwebstart.com/docs/OWSGuide.html
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3.3 Configuration

Please follow the configuration instructions to configure OWS on your workstation computer before
starting iPCA for the first time:

1. Start"OpenWebStart/OpenWebStart Settings" from the Windows Start menu.
2. Inthe"OpenWebStart Settings" switch to the tab "JVM Manager".

iy OpenWebStart 1.7.0

OpenWebStart

E: 11.0.9 Oracle Corporation

Cache Windows x64 C:\DevTook\core\javaljdk-11.0.9 R0
Certificates

Logging

Proxy Settings
Remote Debugging
Desktop Integration
Security

Server Whitelist
Updates

Removeal s || Refresn || Addloca. || Findioca

oK Apply Cancel

w

Check that Java 11 is displayed and selected.

4. Click on "Settings" at the bottom right.

a. Change “Update strategy” to “Do not download any version”
b. Select wished “Vendor”, if required/wanted

& .

OpenWebStart

About OpenWebStart — .
w 11.0.9 Oracle Corporation 000
Cache Windows x64 C:\DevTools\core\java\jdk-11.0.9
Certificates
Logging L
Proxy Settings 4 JVM Manager Configuration X
Remote Debugging
sl O, en\WebsStart
Security
Server Whitelist
Updates
Update soteg:
Do not download any version
Default update server URL: se local if available
Ask if newer version should be downloaded
ays download newer version
Vendor: Any vendor v
B Vendor from the JNLP file should take precedence over the vendor specified above
Delete unused JVMs from local cache after 30 days
Ok Cancel

5. If necessary, switch to the tab "Proxy Settings" and enter your proxy settings (that you took from
Java 8 installation).

Please contact your IT department if you need assistance.
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3.4 Verification of the associations for file extensions “.jnlp” and “.jnlpx”

Thisis an optional step that can be done if you want to confirm the application(s) associated with the file
extensions “.jnlp”and “.jnlpx”.

1. Open Windows Explorer.
2. Navigate to the “.jnlp” file.
3. Domouseright-click on the file and select the context menu option “Properties” and check the
value set in the “Open with”
e if OWSshould be used tolaunch all Java applications, the option “Launcher for .jnlp
applications according to JSR-56" is required,
e ifJWSshould be used tolaunch all Java applications except for iPCA, the option “Java(TM)
Web Start Launcher” is required.
4. Navigate to the “.jnlpx” file.
5. Do mouse right-click on the file and select the context menu option “Properties” and check the
value set in the “Open with”. The option “Launcher for .jnlp applications according to JSR-56" is
required,

If this file association is not set for any of the file extensions, it can be created via the context menu by
using the context menu option "Open with > Choose another app".
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4 Starting iPCA

Please follow the instructions to launch iPCA 16:

1. Opentheweb browserandvisit the iPCA landing page.

COMPLIANCE
ot AGENT

You can start the iPoint Compliance Agent as Java application iPCA quick start

iPCA launch file

Download the launch file (jnlp) to start iPCA from desktop.|

With iPCA Release 16 and higher, OpenWebStart is required to start the iPoint Compliance Agent Installation manual
OpenWebStart is an open source software package that must be installed lacally on the users' workstations

Please folow the installation instructions to set up OpenWebStart on your workstation.

For more information about OpenWebStart, see: OpenWebStart

2. You have now the following options to start the iPCA application
e Byclicking the link “iPCA quick start” you can launch iPCA with just one click.
e Byclicking the link “iPCA launch file” you can download a “.jnlpx” launch file.
With this file you can start the iPCA application later from desktop.
3. Uponclicking on the “iPCA quick start” or upon executing the “.jnlpx” launch file, the download of

the iPCA Client begins after a while.

OpenWebStart

' I(a Ra I( u n OpenWebsStart is released under the GNU General Public License,
Version 2, with the Classpath Exception. It is based on IcedTea-Web.

For more information please visit https ebstart.com
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iPCA splash screen and the OWS application download progress dialog appear.

@ Application Download Progress

OpenWebStart

iPoint
Application Download of iPCA” in progress
I

Com

Show details

iPoint Compliance Ager
iPoint-systems gmbh 20

4. Itispossible that asecurity warning appears. If thisis the case and you do not want to display in
the future, select the option "Always trust the content from this publisher" and then click on

button "Run".
| @ Security Waming X
\nwe..__.. -
— ' The application's digital signature cannot be verified. Do you want to run the application? It —
° will be granted unrestricted access to your computer.
Name: iPCA
L F Publisher: iPoint-systems gmbh
I From: http://ip-canxtm-dr:8080/ipca/index.html
[[] Always trust content from this publisher
telease Run Sandbox =
:al auf de
n Opend t o3 The digital signature could not be verified by a trusted source. Only run if you trust the origin
IPOIN of the application. The code executed will be given full permissions, ignoring any JVM policies

| youmay have. -
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5 Troubleshooting

5.1 iPCA 16 does not start

Possible cause Description

Verify that Java 11 isinstalled.
If required, contact your company IT department.

OpenWebStart is not Verify that OpenWebStart is installed.

Java1llis notinstalled

installed Toinstall OpenWebStart, follow the chapter 3 in this user guide.

Java 1lliseither not

configured or Verify the configuration of Java 11 in OpenWebStart.

misconfigured in Open = Follow the steps 1-3in chapter 3.3 in this user guide.

WebStart

Java update strategy is  Verify the Java update strategy of Java 11 in OpenWebStart.

either not configured Follow the step 4 in chapter 3.3 in this user guide.

or misconfigured in It might be required to uninstall newer version of Java (e.g. 17) that could
Open WebStart have been installed due to the misconfiguration

Proxy settings are

either not configured Verify the proxy settings in OpenWebStart.

or misconfigured in Follow the step5in chapter 3.3 in this user guide.
Open WebStart

File extension “.jnlpx”
isnot associated with
OpenWebStart

OpenWebStart pop up
dialog with the
following error
message appears: “No
suitable JVM was found
tostart the
application.”

Verify that file extension “.jnlpx” is associated with OpenWebStart.
Follow the chapter 3.4 in this user guide.

Verify the configuration of Java 11 in OpenWebStart.
Follow the steps 1-3in chapter 3.3 in this user guide.

Tablel Troubleshooting-iPCA 16 does not start

5.2 Other Java applications are started with OWS and Java 11 or do not start

Possible cause Description

Lower version of Java Verify that a lower version of Java than 11 is installed.
than1lisnotinstalled If required, contact your company IT department.

File extension “.jnlp”is
not associated with
Java Web Start

Verify that file extension “.jnlp” is associated with Java Web Start.
Follow the chapter 3.4 in this user guide.

Table2 Troubleshooting-OtherJava applications are started with OWS and Java or do not start
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7 Change Log

1.0 27.02.2023
1.1 13.03.2023
12 06.04.2023

121 12.06.2023

Table3 Change Log
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First version of the document
Improved version with more screenshots and detailed description

Overworked version.
Added information about how to use Oracle Java Web Start and
OpenWebStart in parallel.

Added new troubleshooting entry into the chapter 5.1
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